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Introduction 
Evidently, the ever-elevating complexity of information security risks together with the increasing regulation bodies has information security as key functions in all organizations. In this respect, reliance on information systems has forced healthcare organizations to highly consider these two security issues of management: security policy and control. Fortunately, hospital managers are now aware that data, as well as data systems, are key organizational resources in this sector. In other words, any health IT expertise is aware that HIPAA compliance alone cannot guarantee security as they maintain that HIPAA is an incomplete security framework not to mention that it is inefficient in protecting e-PHI. Thus, the medical information has been described as the most sensitive compared with other forms of information. Diverse computer technology features together with its application in healthcare organizations remain significant in comprehending as well as managing information systems security. As security threats evolve, so should any organization’s security (Kobezak et al, 2018). Therefore, as will be noted in this paper, for any organization to remain on top of this ever-changing risk scenario, CIS Security Controls (SANS) developed an inclusive option on the manner through which an organization can execute the critical security controls, which is a prioritized and a risk-based strategy to security. As an XYZ (a healthcare organization with twenty-five sites, two-thousand staff members and thousands of patients) network administrator, I will explore inventory and control of hardware assets as a critical security control and formulate a plan that will help XYZ to strengthen the security control points. 
Explaining why Inventory and Control of Hardware Assets is Critical
Typically, this CSI Control actively manages each and every hardware device on the network in order to make sure that only authorized devices will be given access, and that the unauthorized, as well as unmanaged devices, will be found and access denied or prevented (Lowry & Moody, 2015). Sensibly, attackers from all over are continuously scanning target organizations’ address space, always waiting for novel and even probably unprotected devices to be attached to the network. The attackers will particularly be interested in devices that run across the network of the organization like BYOD (Bring-Your-Own-Devices) that may be out of synch with updates on security or may even be compromised (Kobezak et al, 2018). 
Again, this control will be highly critical in this healthcare organization since additional systems connecting to XYZ’s network like demonstrating systems and guest networks alongside temporary test systems have to be carefully managed or isolated so as to avert antagonistic access from adversely interfering with the security of the organization’s operations. Large and even sophisticated organizations like XYZ have for years been noted to plausibly scuffle with the issue of controlling intricate and fast-changing situations (Safa et al, 2015). Nevertheless, attackers have demonstrated the capability and patience, together with eagerness engage in this so-termed as inventory and control of organizations assets at large scales so as to support their opportunities. In addition, any managed control of all XYZ’s devices will amount to a principal impact in both planning and even implementation of the system back up, that of incident response as well as recovery (Lowry & Moody, 2015). 
Plan to Strengthen XYZ’s Security Control
Notably, there are three salient facets characterizing the HCIS (healthcare information systems) including the nature of computerized information systems, the expanding significance of end-user computing in this sector together with the development of networking technologies (Lowry & Moody, 2015). Therefore, any high electronically stored information concentration will adequately contribute to the efficiency of XYZ’s computerized HCIS. Another point is that any potentially critical implication for any occurrence of system security remains to be the elevation in diverse healthcare institutions of end-user computing. The HCIS end users have the ability of programming, entering data, operating not to mention that they play a big role in the organization’s information systems (Safa et al, 2015). 
Furthermore, XYZ’s management of HCIS has to oversee their systems, which operate on numerous platforms such as PCs and even local area network, midrange systems and mainframes (Safa et al, 2015). Just like other healthcare institutions, XYZ has to sufficiently adopt right-sizing plans that constitute information distribution and processing to independent operation units, novel design together with techniques of deployment like client-server architectures, it has to be noted that the organization’s security and control professionals will assume innovative roles (Kobezak et al, 2018).
For years, information technology has raised concerns to the extent of even making the conventional policy assumptions to be irrelevant. In this organization (XYZ), just like in many other healthcare institutions, the key issues of concern raised by HCIS security include issues of privacy, integrity, and ownership alongside impact (Lowry & Moody, 2015). In this sense, XYZ has to incorporate a design that clearly demonstrates the manner through which information is collected, used and protected. Privacy has to be the priority in XYZ since, according the patients of this organization, any invasion of their privacy is their greatest fear. Again, concerning integrity, the company has to set clear guidelines concerning the individuals responsible for the maintenance of accurate and complete information stores in HCIS and confirm the person accountable for erroneously prescribing via an HCIS leading to an overdose of drugs (Safa et al, 2015). Concerning ownership, the management has to define the owner of the data and the HCIS on top of describing the manner by which this ownership can be set up in case computerized data has been easily duplicated, transmitted on the network or may be accessed from an information system. Essentially, it is advisable that the XYZ plan demonstrates how the safety policies of HCIS impact the process of health care in the entire organization (Kobezak et al, 2018). Sensibly, this organization has to adequately address these three main challenges: maintenance of a security framework transparent to end-users, development of a secure environment, which is not excessively intricate to control and determination of the manner by which the organization can inter-function in a distributed situation (Safa et al, 2015). 
Conclusion
In this ever-elevating complexity of information security risks together with the increasing regulation bodies, health organizations have the mandate of understanding the significance of the HCIS security, and they need to rationally understand how to execute security on top of learning how to sustain a continuing obligation to HCIS security. Therefore, in order to curb these phenomena, organizations need to embrace the aforementioned CSI Control, which actively manages each and every hardware device on the network in order to make sure that only authorized devices will be given access, and that the unauthorized, as well as unmanaged devices, will be found and access denied or prevented.
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